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Partial Inforrnation Oracle

C, suct that:
PIO: C - Im(P10),
for ait least one Dit /77, of the RSA
rr=c? mod n, we have:
H(my | P10(c)) < H(my),
inforrnation frorn the P1O gained In this way rmust be

non negligible — must be induced by a non negligible
advantacge (ady).

plaintext m,




Whole Information Oracle

Definition: Whole Informaiion Oracle
(WI0) is a known algorithirn based or ér
access to the particular P10, 1t iakes as
arl irplt the vallue of cipheriest ¢ and it
returns the valie of ihe whole plaintest

m, m = c mod 7,
WIOg,0: C = M: o — m= (c? mod )

Havirg an access o '[ e particular P10, it
is possible to build up the WO,
Given the ciphertext ¢, WIO returns the
corresponiding plaintext 77 in the randorr)
oolynornial firne.
is based or the
Indivicluzl 7SA

The proof of WIO ex '5 teric
theorem of The Security o
Biis [13].

e
of

P10 Huriting Problerr)

w Where and how to find an approgriate

P1O...
Ornce we are ¢
charice to develop an efficient chosen
ciphertest attack on the whole RSA scherne.

having one, we are also having a




PIO — Exarmnples (1)

s P10,

I

Returns the least significant oit of the
plaintext (.e. rm,).

Says whether the | (

then one half of the rnodulus 7.
Note: The P10,

polynornially C]\II\/FIJF‘J'E ([25]).

P10 — Exarnples (2)

B P10y ssm

Indicates whether the most significant byte
is zero or not.
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P10 Based or a Power
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Side Chanrel
n We urne that Harnming weights o

inner operation in the RSAES-OAEP
through 2 power side channel. We have 2 P10,
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Place of Our Attaclk on RSAES-
OAEP

| sced [.‘um, s

I maskedDB

side channel

Manger's g
atuck

attack duc MGF
maskedSeed (SHA-1)
! 0x00 I EM = 1208P(m) l
S—

\ m=RSADP() = <" mod n |

Fig. 1. New side channel attack against RSAES-OALP.

Assurnptions on P10,

] 0 the PIO,, ...
trn= ] || )] mlo]

tus denote (we use M Jr/Jrr_\ notation):

W, = m[10] || m[9] || m[8] || m[7],

W, = €] || ml5] |] ml4] || mils],

W, = mlZ] || mlL] ] ml0] || 00. (00 apgpended by
MGCFE)

Analogically also for 7 and W', W, U

\; o]

)
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Main assurnptiorn
Frorm the P10, we get triplets of Hamming weights:
s YW = (W(W,,) w(W,), w(W,))
s HW = (W), wiWws), wi,)).

Converting P10y, to a P10, (1)

Wain el
s fomwr[ the P10, to the PO,
Mair

I
o L “mod 7. Let m= @ mod g and m=(c)? mod 7.
o Iflsb(m) = O then ! = m=>> 1.
a Uf lsb(m) = 1 then ml = (m+ ) >> 1.
w rlere the operator “>> 1" denotes the right-shift by one bit.

ly.

nicorn linear relationship

(rm) = O then W and FW' are related lines
(rm) = 1 then the probapility of
is very low.

w Fror here we get Isblm).




Converting P10y, to 2 P10, (2)

18]

Table 1. Possible relations among random variables W and " when Wjo5 =0

Woo  Wso  Wip Possible relations

0 0 0 W(W10) = w(Wi0) W(iy) = w(ls) WOPg) = w(iVy)

0 0 1 W) = w(Wio) w(Iy') = w(IVs) W) = w(Wy) +1
0 1 0 w(10) = W) wily) = w(lWo)+1 W) = w(Wy) -1
0 1 1 W(Wi0') = W(Wi0) WOPy) = w(lWo) +1 w(lg') = w(Wy)

1 0 0 W) = wWio) +1 wOlg) = W) -1 W) = w(i¥y)

1 0 1 W) = W)+l wWOR) =w(lWy) -1 w(lg) = w(Wy) +1
1 1 0 W yg) = w(Wyo) +1 - W) = w(I¥y) W) = w(Wy) -1
1 1 1 Wi0) = W(Wio) +1 W) = w(i¥y) W) = w(iy)

Closure: Building WIO frorm P10,

to be on of those best oracles
Irlmg up an efficient WIO,
;rl /fl/r'f;/Jf/ e_lgorrmm

JO seem

engtn of an RSA morJuJuJ,
oracle ,vclvrwnr 1ge in the Isb prediction.

Fault side channe! attacks on RSA-KEM




Confirrnation Oracle (CO)

A CO for arb [rrlr/ chosern integers 7, ycorifirms
whether 7=y rmod 7.

t can be gerer zlued ror any encryption scherme (the
jon e also rmore gereral), Here we

an RSA-CO rnay reves
nontrivial inforrnztion about the private key.
Depends on what kind of error it is and on a

desc HOHOH zlccUracy.
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t errors in a private exporient

vv'ﬂole ori clently
access

ition of some
developed with the
rve the whole output of

rcould o
.2. corrupted pla
Bit errors are becorning even more interesting due to
Opifcal Fault Induction Aitac,

ks,
S "orooggff_ Anderson: Opiical Fault Induction
#3, here on CHE

RSA computa

Modlified Pohlig-rlellrnan Algorithrn

This well known algorithrn re 1 also be modified
to use ar access o an RSA Jﬂ]/

Suppose that we want to use It t)

private exponent o from the triplet (7, g, 7 ), Juch

that 7= g’ rmod f//
= SUpposE tacker s ;\UF o Iorw i
modulus 77 to the modulus 7’ inducing wez
DLP.
We show, thet it is not nec ry to know the value
of rexactly — having an access to ‘[‘r* RSA-CO,, . is

sufficient here,




RSAKEM ([23])

20.3 Decryption

Oeiaf rayie H
Given a ciphertext Cp, decryption runs as follows. m orier review of

a RSA-KEM

—

. Check that |Co| = nLen; if not, then fail.
2. Set y = 0S2IP(Co).

. Check that y < n; if not, then fail.

. Compute = 3% mod n.

. Compute K = KDF(I20SP(r, nLen), KeyLen).

e o

. Output the key K.

then continue as: M= DEM.Decrypt(X, L, DENMLEncrypt(K, L, M))
M~ message, L~ label, £~ a/mmecr]caj key

5w

[ Ir no > n e /=
Building RSA-CO on RSA-KEM
DY P hl ey e
Properties
We use the properiies of the whole hybrid
scheme H-PK
There is no integrity check for the f SA ermre/r (r).
= This is obviously good property 2 CCA,, however 5
implies that any resulting RSA plal be used for a
syrnrnetr ecryption.
w Further integrity controls applied on the message decrypted
symmetrically then confirms our guess of 7.
/.E VI stronger in

—
.

Surnrnary: What m:w
other areas, that me Ineraple to fault
attacks,

(e} 3 § (o R ’
HSA-CO Definition
Definition. RSA confirmation oracle RSA-COy u(r, 3).
Let us have a receiver oracle RO that uses RSA in the hybrid encryption H-
PKEgpvpey, We will a RSA conf ion oracle RSA-COy, ,(r, ¥) =
(ANSWER = “yes/no”) as follows:
1. K= KDF(r); KDF - Key Derivation Function
2. CO = y; for simplicity we omit the ion b gers and strings
3. CI = DEM.Encryp\(K, M); where M contains an integrity check
4.C=Co|cCt
5. Send the ciphertext C to the receiver oracle RO, ,. RO then continues:
a. Compute X = KEM.Decrypt(d, C0) following these steps:
i. Check if y = CO < . If not, an error has occurred.
ii. Compute ' = (/' mod n)
iii. X' = KDF(")
b. M' = DEM.Decrypt(X', CI)
¢. Check the integrity of A
d. I it is correct, the answer of RO is “yes”, otherwise it is “no”™
6. The answer of RSA-CO,, ,(r, ») is “yes”, if RO returned *yes”, otherwise it is
no”
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